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Question One: Multiple Choice (Items 1-6) (6 Marks)

Shade in the bubble ((O) next to the correct answer for each of the following items.

1. Which of the following is a correct example of application software?

O Linux.
O MacOs.
O Windows.

O Microsoft Word.

2. The result of subtracting the denary number 112 from 300 in binary is:

O 10111100.
O 10110100.
O 10011100.
O 10011000.

3. Ahmed accidentally clicked on a phishing email link. What is the most immediate step
he should take?

(O Click the link again to verify the threat.
(O Delete the email and empty the trash bin.
(O Ignore it and continue using the computer.

(O Change his passwords and contact his bank.

Do not write in this space
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User ID and password.

Question One Continued O
5

&

4. The protection method that is primarily used to protect data by making it unreadable s
without an appropriate key is called: &

=

Firewall. o+

=

Encryption. é

Q

(2]

®

0000

Two-factor authentication.

5.  Which component of the CPU is responsible for processing calculations and
comparing values while the program is being run?

O Cache.

O Control Unit.

O  Arithmetic Logic Unit.
(O Memory Data Register.

6. The Program Counter (PC) in a CPU is responsible for:

Pointing to the next instruction.
Executing the instruction.

Decoding the instruction.

0000

Storing the instruction.

Do not write in this space
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Question Two: Extended Response (Items 7-14) (24 Marks)
Answer ALL questions in the space provided.
7. Complete the below table that compares RAM and ROM. (3 marks)

RAM

ROM

Data Retention

Volatility

Uses

8. Complete the sentences with the appropriate answers:

a. Inthe hexadecimal number system, the values are represented using the digits

and the letters

b. The denary value of the hexadecimal D is

Do not write in this space

(1 mark)

(1 mark)



Royal Guard of Oman Technical College, Computer Studies First Semester - First Session Academic Year: 2024/2025

Question Two Continued

9. There are several security threats to data held on a computer or transferred across
the networks. One of these risks is Hacking:

a. Define Hacking (1 mark)

b. Identify ONE possible effect of hacking on user’s data. (1 mark)

c. Your father's computer contains sensitive work-related data. Provide TWO

recommendations to help him protect his data from hacking and ensure its
security. (2 marks)

1

10. Write the name of the security threat that occurs in each of the following situations:

a.

Ali received an email from what appears to be the Shifaa Health App, asking him
to click a link to confirm his ID card information or lose access to his account. The
email contains spelling mistakes and comes from a suspicious-looking sender
address. (1 mark)

While connected to public Wi-Fi at a hotel, a guest downloads a free application
to watch a movie. Soon after, his laptop slows down significantly, and files start
disappearing from his system. (1 mark)

Do not write in this space
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Question Two Continued

c. Layla received a text message claiming to be from her Health Insurance provider,
asking her to click a link to verify her insurance details. The message is from an
unknown number and includes a suspicious shortened link. (1 mark)

11. What is the primary function of the control bus in a computer system? (1 mark)

12. In brief, explain the THREE steps involved in the fetch-decode-execute cycle:

a. Fetch: (1 mark)
b. Decode: (1 mark)
c. Execute: (1 mark)

Do not write in this space
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Question Two Continued

13. fA=1110and B =1101

Find A+B then convert the result to denary number.

o &~ Wb

In your answer, make sure you adhere to the following:

Write both binary numbers clearly, aligning them properly for addition.

Show the addition process bit by bit, clearly indicating where carrying occurs.
Write the resulted value in binary.

Show the conversion of the result to the denary clearly.

Write the resulted value in denary. (4 marks)

Do not write in this space
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Question Two Continued

14. A company wants to design a program to determine if each employee is eligible for a
performance bonus. The employee must meet the two criteria for eligibility which are

as follows:
] The employee must have completed at least 2 years of service.
. The employee must have a performance rating of "Good" or "Excellent".

Help the company in designing the program by writing the program's algorithm and
draw a flowchart to illustrate the process flow. (4 marks)

The Algorithm:

The Flowchart:

[ End of Examination ]

Do not write in this space
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[ Note: There are 7 pages in this guide

First: Answers for the Multiple-Choice ltems (6 Marks):

Item Page Assessment
N. Answer . Reference Objective
. Remembering and
1 d. Microsoft Word 1 8 anderstanding
2 a. 10111100 1 14 Application
3 d. Change his passwords and contact his bank. 1 28 Application
. Remembering and
4 b. Encryption 1 33 understanding
. . . . Remembering and
5 |c. Arithmetic Logic Unit 1 43 understanding
a. Pointing to the next instruction Remembering and
6 1 44 .
understanding
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Jp, \.m\ General Notes
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e There may be different ways of answering questions, but a basic requirement for all
answers is that they are RELEVANT.

e |f the answer is clearly not relevant, and the student has clearly made no attempt to
answer the question that was set, NO marks should be awarded. However, if the student
has genuinely attempted the answer, but his answer is only partly relevant, then a
reduced mark (not zero) should be awarded.
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Item { o P Page Assessment
owm EBIY
N. A %o fectAnawel SIS Reference Objective
‘\\:;l:: Ty 1\\‘-’ " /
N 5 N R
N e BN 2
re____~—~" RAM ROM
Data Temporary Retention Permanent Retention
Retention Remembering
7 Volatility | Volatile Non-Volatile 3 7 and
To store data, files, programs, | To store Bios and understanding
Uses part of the operating system other data needed at
currently in use start up
Each cell is worth 0.5 mark (0.5%6=3 marks)
0-9 or(0,1,2,3,4,5,6,7,8,9) Remembering
8a |A-For(AB,C D,E F) 1 14-15 and
Each blank is worth 0.5 mark (0.5*2=1 mark) understanding
Remembering
8b |13 1 14-15 and
understanding
Hacking is the act of gaining unauthorized / illegal access to a computer Remembering
9.a | system 1 28 and
Any other correct definition that points to the keywords or its meanings understanding
should be awarded.
One possible effect of hacking on a user’s data is that sensitive )
inf - - ; : Remembering
9b information, such as personal details or financial records, can be stolen 1 28 g
and used for identity theft or fraud. understanding
Any other relevant effect should be awarded.
Student’s answer may include any two of these recommendations:
1. Install antivirus software: Ensure that antivirus software is installed
to detect and remove any malicious software that could be used
by hackers to access sensitive data.
2. Use strong passwords: Create strong, complex passwords that
include a mix of letters, numbers, and symbols to make it difficult
for hackers to guess or crack them. .
D:C 3. Ensure regular updates: Keep the operating system and software . 28 Reasaring
up-to-date to fix any security vulnerabilities that hackers could
exploit.
4. Enable a firewall: Use a firewall to monitor incoming and outgoing
traffic and block unauthorized access to the computer.
Each correct recommendation is worth 1 mark (1*2=2 marks)
All other correct relevant recommendations should be awarded and the
answer must be related to the problem in the question.




L)

Com?:ﬂ/ég} %\\\ First Semester — 2024/2025
/ D W

R PITC a L  t

First Session

10.a

H

{
\

v
3
[
PRS0 am .'
- ]
7]
'

. IR LAVA v 7 [
\ i e b

Phis| ing_ ~ /

N\

’
o T~ NP
\\Q.!A RIPIA\YD ,/

29-30

Application

10.b

\‘ f_./u\ 7

Viruses

29-30

Application

10.c

Smishing

29-30

Application

11

Control Bus carries signals from the control unit (CU) to all

the other computer components.

Any other correct description that points to the keywords or its
meanings should be awarded.

46

Remembering
and
understanding

12

A sample Answer:

1.

Fetch: The next instruction is fetched from the memory
address currently stored in the MAR and the instruction is
stored in the MDR. The contents of the MDR are then
copied to the Current Instruction Register (CIR). The PCis
then incremented (increased by 1) so that the next
instruction can then be processed.

Decode: The instruction is then decoded so that it can be
interpreted in the next part of the cycle.

Execute: The CPU passes the decoded instruction as a set
of control signals to the appropriate components within
the computer system. This allows each instruction to be
carried out in its logical sequence

The correct description of each stage is worth 1 mark (1*3=3
marks)
All other descriptions that are correct should be awarded.

46

Remembering
and
understanding
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Writing the two binary numbers for Addition:

1110
+

1101

Start from the right-most bit:

0+1=1
1+0=1

1+1=0 (Carry 1)
1+1=1 (Carry 1)

The result in binary= 11011

Convert ( 11011) to denary:

l‘fﬂ&)ﬁ%ﬂ‘—%’%ﬂrfﬂ)ﬁ widdition:

24 23 22 21 20
16 8 4 2 1
1 1 0 1 1

16+8+2+1=27

The result in denary = 27

Method 2:

The result in binary= 11011

Convert ( 11011) to denary:

=1 O

24 23 22 21 20
16 8 4 2 1
1 1 0 1 1

16+8+2+1=27

The result in denary = 27

(1 mark)

(1 mark)

(1 mark)

(1 mark)

(1 mark)

(carry)

(1 mark)

(1 mark)

(1 mark)

14,17-19

Application
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The a\iggmhm J >
START\\KUA’ i
- Input:Téad/e tt_/values of "years of service" and "performance
rating"
- Process: If years of service >= 2 AND performance rating "Good"
or "Excellent"

- Output: Eligible for performance bonus or not eligible for
performance bonus.

END
The flowchart:
/ Input years of service /

v

/ Input performance rating /

Is years of service >=2 and
(performance rating="
good” or “excellent”)

A

not eligible for Eligible for
performance bonus performance bonus

()

53-58

Reasoning
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Another Flo h::r__/

/ Input years of service /

v

/ Input performance rating /

Is years of service
=2

Is performance
rating="good”
or “excellent”

v

not eligible for
performance bonus

Eligible for
performance bonus

Op®

Marking guidance:
2 marks for the algorithm and 2 marks for the flowchart.
Students answers should be mark based on the following rubric:

0 1 2
The Algorithm is The Algorithm is The Algorithm correctly
incorrect or does mostly correct but | follows the logic of the
Algorithms not address the may have minor problem, including all
problem’s errors or conditions and outputs as
requirements. omissions. specified.

The flowchart is

The flowchart does mostly correct but Toeflowshartaccurately

depicts the decision-making

not re h may miss some ) ]

Flowchart prt,esent.t e v process, including all the
problem’s logic oris | details or have - )
: ; steps and decisions with the
incomplete. minor

X . correct flow.
inaccuracies.

[The End of the Marking Guide]
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Question One: Multiple Choice (Items 1-6) (6 Marks)

Shade in the bubble ((O) next to the correct answer for each of the following items.

1. The computer component that connects the CPU, RAM and all other hardware
components is:

O The control unit
O The motherboard
(O The microprocessor

(O The algorithm and logic unit

2. The result of converting the binary number 101011 into denary is:

O 4
O 43
O 63
O 86

3. The act of gaining unauthorized access to computer system’s networks or data is

called:

O Pharming
(O Phishing

O Hacking

O Virus

Do not write in this space
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Question One continued

4. When using a public network, the preventive action that helps the user to avoid the

unauthorized access to the sensitive data is:

O
O
O
O

Regularly updating the application software.
Turn off the firewall and update your software.
Ensuring physical security by locking the computer in a cabinet.

Using strong, unique passwords and enabling two-factor authentication.

5. The register that contains the address of the next instruction to be executed is the:

0000

Current instruction register
Memory data register
Program counter

Accumulator

6. What is the main function of the data bus?

0000

It carries data between the CPU, memory, and other devices.
It synchronizes the execution of instructions within the CPU.
It transmits signals between the CPU and other components.

It carries the address of the memory location from the CPU to memory.

Do not write in this space
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Question Two: Extended Response (Items 7-14) (24 Marks)

Write your answer for each of the following questions in the space provided.

7. ldentify whether the following software are considered as application software or
system software: (3 marks)

Software Type of software

Word Processing.

Spreadsheet

Operating System

8. In the hexadecimal number system, what digits and letters are used to represent the
values? (2 marks)

The digits:

The letters:

9. List TWO tasks of a computer’s firewall. (2 marks)

1.

Do not write in this space
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Question Two continued

10.

Ali creates the following password for his mobile banking account:
"ali12345"
but this is considered a weak password.

a. What changes could Ali make to the password to improve its strength? (2 marks)

1.

b. Suggest a strong password for Ali that follows the best practices for password
security. (1 mark)

c. Suppose that a spyware program on your computer has stolen your password.
What security measures should you take to protect your account? (2 marks)

1.

Do not write in this space
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Question Two continued

11. Complete the following table by identifying the stage of the Fetch-Decode-Execute
cycle in which each operation occurs: (2 marks)

The operation The stage

The CPU passes the instruction as a set of control signals to
the appropriate components within the computer system.

The instruction that is stored in the DMR is copied to the
Current Instruction Register (CIR).

12. Describe how each of the following components affect the CPU processing speed
and overall performance:

a. System clock: (1 mark)

b. Cache memory: (1 mark)

Do not write in this space
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Question Two continued

13. Calculate the result of adding the binary numbers 10101 and 10110, then convert
the result to denary.

In your answer, make sure you adhere to the following:

1. Write both binary numbers clearly, aligning them properly for addition.
Show the addition process bit by bit, clearly indicating where carrying occurs.
Write the resulted value in binary.

Show the conversion of the result to the denary clearly.

o & WD

Write the resulted value in denary. (4 marks)

Do not write in this space
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Question Two continued

14.

Draw a flowchart that prompts a user to enter three measurements of an engine
torque for a car. Calculate the average of the measurements and compare the
calculated average to 250. If the average is greater than 250, display “Torque
exceeds the required value” otherwise display “Torque is within the acceptable
range”. (4 marks)

[End of Examination]

Do not write in this space
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[ Note: There are 7 pages in this guide

First: Answers for the Multiple-Choice Items (6 Marks):

Item Answer Mark Page Assessment
N. Reference Objective
1 b. The Motherboard 1 6 Rememberl_ng and
understanding
2 b.43 1 14-15 Application
3 ¢. Hacking 1 28 Rememben_ng and
understanding
d. Using strong, unique passwords and i o
. enabling two-factor authentication 1 35-36 Application
c. Pro t Remembering and
5 . gram counter 1 44 '
understanding
a. It carries data between the CPU, memory, .
6 and other devices 1 45 Remembering and
’ understanding




,.\4’ S

LIPS

Second: Answers for the Extended Response ltems (24 . z)@,uj\x Bahs

General Notes \&d ) "7
RIRANO)

Computer Studies First Semester — 2024/202 cond Session

e There may be different ways of answering questions, but\basrc‘r’quwement for all
answers is that they are RELEVANT.

e [f the answer is clearly not relevant, and the student has clearly made no attempt to
answer the question that was set, NO marks should be awarded. However, if the student
has genuinely attempted the answer, but his answer is only partly relevant, then a
reduced mark (not zero) should be awarded.
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Item . Page Assessment
N. \\d::\ 9‘3‘” Answer Mark | poference Objective
\UJQ’,\;\}'P//
Software Type of software
Word Processing Application Software (1 mark) Remembering
7 T 3 8-10 and
Spreadsheet Application Software (1 mark) understanding
Operating System System Software (1 mark)
Each correct identification is worth 1 mark (1*3=3 marks)
o Remembering
The digits: 0to 9 (2 mark)
: The letters: Ato F (1 mark) 2 15 and .
' understanding
Any two of these tasks:
o Examine the traffic between user’'s computer and public
network.
e Check whether incoming and outgoing data meets a given
set of criteria.
¢ Block traffic and give the user a warning for possible
security issue. Remembering
9 e Log all incoming and outgoing traffic. 2 34 and
e Help prevent viruses or hackers entering user's computer. understanding
¢ Send a warning if some software on the system is trying to
access external data.
Each correct task is worth 1 mark.
Any other correct task that is not mention above should be
awarded.
Any two of these:
o Add at least one capital letter.
¢ Include at least one keyboard character (@ # $ % &)
e Avoid common words (avoid using his name)
10.a e Use an unexpected pattern (like “12345”) 2 36 Application

Each correct answer is worth 1 mark.
Any other correct answers should be awarded.




Za Ve
/( ) 2
’ p\/f %
AN

Computer Studies First Semester — 2024/202 econd Session

{
| S BT
Any password that includes: iy Ny
Uppercase and lowercase letters Q\d Ao, )'\Y/

At least one numerical value. Jcé‘,ﬁ?@/ 36 Application
At least one other keyboard character (such as @,*, & etCy—~+—"
The length should be at least 8 characters.

10.b

bR

Any two of these actions:

1. Run anti-spyware software to make sure that your password
is not being relayed back to anyone who put the spyware on
10.c your computer 2 36 Reasoning
Change passwords on a regular basis.
Enable two-factor authentication

wn

Any other correct relevant recommendation should be awarded.

The operation The stage

The CPU passes the instruction as a

set of control signals to the Execute L mark _

appropriate components within the (1 mark) Remembering
11 computer system. 2 46 and .

The instruction that is stored in the understanding

DMR is copied to the Current Fetch (1 mark)

Instruction Register (CIR).

When the clock speed increases, the processing speed of the Remembering

12.a 1 48 and

computer is also increased. .
understanding

Remembering
12.b | The larger the cache memory size the better the CPU performance. 1 48 and

understanding




Computer Studies

First Semester — 2024/202 /\j

2 ) ZHNEY S —kh

econd Session

13

Step-by-step Binary Addition:

Writing the two binary numbers for Addition: (0.5 mark)

10101

10110

Start from the right-most bit:
1+0=1

0+1=1

1+1=0 withacarryofl
1+0=1

1+1=0 withacarryofl

The result in binary= 101011

Convert (101011) to denary:

ST

o\;\f',w DAL

&

25 24 23 22
32 16 8 4

1 0 1 0

[\
LR

32+8+2+1=43

The result in denary = 43

(1 mark)

(2 mark)
20
1 (2 mark)
1

(2 mark)

,4/ /

SIS af)y

)Y
L
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Application
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( éu*w;y)),
Q/\;\:’,QJ) ALY I,
Method 2: vy
o 1 0o 1 o0 1 PN
N
+ Y 2
0 1 0 1 1 0
1 0 1 0 1 1
1 1 (carry)
The result in binary= 101011 (12 mark)
Convert (101011) to denary:
25 24 23 22 21 20
32 16 8 4 2 1 (2 mark)
1 0 1 0 1 1
32+8+2+1=43
The result in denary = 43 (1 mark)
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The flowchart:

A 4

Input the three

measurements of an
engine torque for a car

v

Calculate the average

(measurel+ measure2+measure3)/3

Display “Torque is
within the acceptable
range”

Is the average >250

2

\ 4

‘S

>~

\Q\-ﬁc’,y\

Display “Torque
exceeds the required

value”

Marking guidance:
Students answers should be mark based on the following rubric:

v

-

A

0 1 2 3 4
The flowchart
accurately
Th Th i h
The flowchart € . The flowchart € . depilc.ts the .
flowchartis | . flowchart is decision-making
does not incomplete. | mostly mostl rocess
Flowchart represent the . piete. correct, but it v p -
) Or,ithas 4 correct, but including all the
problem’s has 2 or more | .
. or more it has 1 steps and
logic. errors. - .
errors error. decisions with
the correct
flow.

7
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" Y]
V52 SN
J “ e \
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MM

c?.
, .

54

Reasoning

[The End of the Marking Guide]






